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1
Decision/action requested

It is proposed to discuss the contents for Clause 6.6.2 to support multiple NAS security.
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3
Rationale

1. TS 23.501 v1.3.0 clause 4.2.8.1,
General Concepts to Support Non-3GPP Access states as follows.
“When a UE is connected via a NG-RAN and via standalone non-3GPP accesses, multiple N1 instances shall exist for the UE i.e. there shall be one N1 instance over NG-RAN and one N1 instance over non-3GPP access.”
Therefore, NAS security keys should be defined for each N1 instance, i.e., NAS security keys (KNAS_N3Gint and KNAS_N3Genc) for N1 instance over non-3GPP access should be defined in addition to NAS security keys (KNASenc and KNASint) for N1 instance over  3GPP access.
2. It is also mentioned that UE is registered to two separate AMFs located in different PLMN, when the UE is connected to both 3GPP and non-3GPP accesses. In this case, the key KAMF should be derived for each AMF, and the anchor key KSEAF, from which KAMF is derivded, should also be derived in each serving network.
--- Extract from 4.2.8.1 of TS 23.501 v1.3.0

"When a UE is connected to a 3GPP access of a PLMN, if the UE selects the N3IWF and the N3IWF is located in a PLMN different from the PLMN of the 3GPP access, e.g. a different VPLMN or the HPLMN, the UE is served separately by the two PLMNs. The UE is registered with two separate AMFs".
4
Detailed proposal

The following is a draft for clause 6.6.2 of TS 33.501 regarding   security for multiple NAS connections as discussed above..
******************START OF CHANGE**********************
6.6.2 Security for multiple NAS connections
Editor’s Note: This is clause is intended to clarify how multiple NAS connections are secured in cases where the UE is simultaneously registered to different PLMN or the same PLMN over different AN types. 
The 3GPP TS 23.501[2] clause 4.2.8.1, states that, "When a UE is connected via a NG-RAN and via standalone non-3GPP accesses, multiple N1 instances shall exist for the UE i.e. there shall be one N1 instance over NG-RAN and one N1 instance over non-3GPP access". Therefore, NAS security keys should be defined for each N1 instance, i.e., NAS security keys (KNAS_N3Gint and KNAS_N3Genc) for N1 instance over non-3GPP access should be defined in addition to NAS security keys (KNASenc and KNASint) for N1 instance over  3GPP access. 

When a UE is connected to both 3GPP and non-3GPP accesses  via two separate AMFs located in different PLMN, the anchor key KSEAF shall be derived for each serving network and the corresponding NAS keys, KAMF shall be derived for each AMF.
Figure 6.6.2-1 shows the Key Hierarchy for multiple NAS connection, which consists of following keys: KSEAF, KAMF, KNASint, KNASenc, KNAS_N3Gint, KNAS_N3Genc KgNB , KRRCint, KRRCenc, KUPint and KUPenc.
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Figure 6.6.2-1: Key structure for multiple NAS connections

-
KSEAF(n) is a key derived by ME and AUSF upon a successful primary authentication procedure in each serving network.

-
KAMF is a key derived by ME and AMF from KSEAF.
Keys for NAS traffic: 

-
KNASint is a key, which shall only be used for the protection of NAS traffic via 3GPP access with a particular integrity algorithm. 

-
KNASenc is a key, which shall only be used for the protection of NAS traffic via 3GPP access with a particular encryption algorithm. 

-
KNAS_N3Gint is a key, which shall only be used for the protection of NAS traffic via non-3GPP access with a particular integrity algorithm. 

-
KNAS_N3Genc is a key, which shall only be used for the protection of NAS traffic via non-3GPP access with a particular encryption algorithm. 

 ********************END OF CHANGE***********************
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